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Abstract: As cloud federation allows companies in need of computational
resources to use computational resources hosted by different cloud providers,
it reduces the cost of IT infrastructure by lowering capital and operational
expenses. This is the result of economies of scale and the possibility for
organizations to purchase just as much computing and storage resources as
needed whenever needed. However, a clear specification of cost savings
requires a detailed specification of the costs incurred. Although there are
some efforts to define cost models for clouds, the need for a comprehensive
cost model, which covers all cost factors and types of clouds, is undeniable.
In this paper, we cover this gap by suggesting a cost model for the most
general form of a cloud, namely federated hybrid clouds. This type of cloud
is composed of a private cloud and a number of interoperable public clouds.
The proposed cost model is applied within a cost minimization algorithm for
making service placement decisions in clouds. We demonstrate the workings
of our cost model and service placement algorithm within a specific cloud
scenario. Our results show that the service placement algorithm with the cost
model minimizes the spending for computational services.

Keywords: Cloud Computing, Federated Hybrid Clouds, Infrastructure-as-
a-Service, Virtual Machine Migration, Cost Model, IT Cost Factors, OPEX,
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1. Introduction

The cloud computing paradigm has been established as a promising model for using
computational resources and software resources on-demand [1, 2, 3]. As one of its
advantages, it shifts complex IT resource management tasks typically performed by a
company that is in need of computational resources to service providers. It also
increases the flexibility of companies to adapt their IT resources to changes in demand
[4, 5]. Assuming a cost-based pricing of cloud services, it can reduce infrastructure
investment cost and cost for organizing IT resources. The capital expenditure (CAPEX)
and operational expenditure (OPEX) are lower due to the economies of scale of the
cloud providers’ infrastructure.

A potential scenario for the foreseeable future is that of a hybrid cloud environment.
Hybrid clouds refer to a composition of a private cloud (i.e., data center managed
through cloud technology and owned by the company in need of computational
resources) and at least one public cloud (i.e., resources owned by a cloud provider) [7].
Most enterprises, except for those with a very small or stable demand for computing
resources, will employ a mix of in-house and outsourced computing resources [8]. The
reason for keeping a private cloud, despite the economies of scale of public clouds, are
the increased security risks in the public cloud and possibility of serving the base
demand at lower cost [9]. Therefore, with the ability of a seamless migration of
processing load between a private cloud and public clouds, the hybrid cloud is ideal for
handling variable demand [10].

To truly fulfill the promise of cloud computing (i.e., its benefit from economies of
scale), technology is needed to federate disparate public clouds at the infrastructure
level (1aaS). Only through federation and interoperability at this level, small cloud
providers (i.e., providers of limited scale) can take advantage of their aggregated
capabilities and provide a seemingly infinite service computing utility that can compete
with the bigger cloud providers in the market. We refer to the infrastructure that
supports this paradigm as federated clouds [11]. By definition, a federated cloud is a
cloud, in which (competing) cloud providers have reached a cross-site agreement for
cooperating regarding the deployment of service components in a way similar to
electrical power providers who use capacity from each other to cope with demand
variations among their own customers [12].

To take advantages of hybrid federated clouds, companies need to know the overall
cost of running their services on this kind of cloud infrastructure [14, 15, 16, 17]. A
service runs on one or more virtual machines (VMs) and can be moved (with the VMs)
between federated clouds. The reports on the cost savings of clouds vary, however. For
example, a report by McKinsey states that moving to the cloud would actually cost 144%
more than the current data center infrastructure [10, 13]. West reports that cloud
technology reduced a government agency’s cost by 25% to 50% [13]. This uncertainty
about cost savings and about actual expenditure were also discussed by Kondo et al. [4].
These examples highlight the necessity for an overall cost model.

Apart from the cost model for federated hybrid clouds, the service placements on
this kind of cloud infrastructure need to be considered by the company that is in need of
computational resources, as each service placement incurs a different cost. Hence,
minimizing the overall cost for using federated hybrid clouds requires an optimization
model that considers all cost factors and cost values for each of the service placements



[18, 43]. Whenever the configuration and prices of clouds change over time, the
optimization problem has to be solved again [12, 16, 19].

Summarizing this discussion, our research can be described with two research
questions: (1) What are the cost factors specific to federated hybrid clouds and how can
a comprehensive cost model for federated hybrid clouds be defined? (2) If such a cost
model for federated hybrid clouds exists, how can it be used for a service placement
optimization algorithm?

In particular, we intend to construct an overall cost model that can be used by
enterprises to decide where to place their services on a federated hybrid cloud such that
it minimizes cost. This overall cost model, which is based on the initial and less
comprehensive version of the cost model given in [38], comprises all cost factors and
cost functions, which are necessary to estimate the precise cost of running cloud
services on an in-house cloud-enabled data center (private cloud) and on federated
public clouds.

To answer the research questions, we conduct the following steps: First, we
perform a systematic literature review of papers on cost factors and cost models in
cloud computing. Second, we identify the gaps in the current research on federated
hybrid cloud cost modeling. Based on this result, we design a comprehensive overall
cost model for federated hybrid clouds. In the next step, we propose an optimization
algorithm for service placement on federated hybrid clouds, using this cost model.
Finally, we apply the proposed cost model and the service placement optimization
algorithm to a case study to demonstrate its workings.

The contributions of this paper are threefold: First, it comprises a comprehensive
cost model that cannot only be used for cost calculation of federated hybrid clouds (as
in this paper) but also to guide and compare investment decisions in private clouds.
Second, the cost model considers cost for the migration between clouds which includes
the deployment cost and the transmission of data between public clouds (and not just
between private clouds and public clouds). Third, a brute-force service placement
algorithm that considers the cost of service placements.

The remainder of the paper is organized as follows. The next section gives an
overview about cost factors and cost models for cloud computing, which have been
proposed in literature. Section 3 introduces our cost model for federated hybrid clouds.
In Section 4, our cost-model-based service placement optimization algorithm is
presented. Furthermore, an application of our cost model as part of the service
placement algorithm to a cloud computing scenario is shown. Section 5 concludes the
paper with a brief discussion.

2. Background
2.1. Cloud Computing, Hybrid Clouds, and Federated Clouds

Although there are many definitions of cloud computing, the NIST definition seems to
have captured the commonly agreed cloud computing aspects that are mentioned in
most of the academic papers [5]. The NIST definition states that cloud computing is “A
model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and



services) that can be rapidly provisioned and released with minimal management effort
or service provider interaction.” [5]. For the purpose of our paper, the definition given
by NIST suffices.

Furthermore, we assume that a cloud provider can own several clouds [3]. Each of
these clouds is assumed to be at different geographical locations (e.g., different regions
of Amazon AWS are considered to be different clouds) and could use the same cloud
standard. Besides, from an economic perspective, there is no difference between a
cloud provider owning the data center and a cloud provider that rents hardware from a
data center provider [3]. The only difference from the perspective of a hardware-renting
cloud provider is that this provider outsources the maintenance of the data center
hardware. The cloud provider’s profit comes from the difference in selling cloud
services on demand and the fixed renting cost paid to the data center provider. The data
center provider benefits from a 100% utilization of his hardware services and does not
need expertise on cloud computing.

The research of this paper is related to two cloud properties, namely, hybrid clouds
and federated clouds. The definition of hybrid clouds used in this paper follows the one
of Metzler and Taylor as well as Van den Bossche et al. [43, 47], in which
organizations use public clouds to cover their demand for computational resources in
excess of the capacity of their private cloud.

With respect to federated clouds, technology is needed to combine disparate public
clouds, including those owned by different organizations. Only through federation
(including its interoperability requirement) can a single cloud provider take advantage
of the aggregated capabilities to provide a seemingly infinite service computing utility.
We refer to this category of clouds as federated clouds [11]. In detail, federated clouds
comprise clouds of (competing) cloud providers, who have reached a cross-site
agreement for cooperating regarding the deployment of service components (e.g.,
through a marketplace of standardized goods [50, 51]). The concept is similar to
electrical power providers, who use capacity from each other to cope with demand
variations among their own customers [12].
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Figure 1. Schematic view of a federated hybrid clouds, which consists of a private
cloud and two public clouds (owned by two different providers). The arrows
represent the communication between the services.



Figure 1 illustrates the above definition of cloud federation by showing an example
of a cloud customer (company) that is in need of computational resources. This cloud
customer runs its private cloud (i.e., its own data center with cloud technology) to host
its security-critical services. Beside the private cloud, the company uses two different
clouds (i.e., public cloud 1 and public cloud 2) for services that are needed at times of
peak demand. The two public clouds offer the same cloud interfaces to each other and
the cloud customer, following the cloud federation agreement between the two public
clouds.

Clarifying the differences between these definitions of public cloud, private cloud,
hybrid cloud, and federated clouds, we categorize these clouds with respect to the
ownership of the clouds, the number of clouds involved, and the number of cloud
standards used (Table 1).

Table 1. Cloud categories.

Cloud !
Ownership+<
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The first category (public clouds) describes clouds, which cloud customers do not
own but use to fulfill their computing service needs. The cloud provider uses a cloud
infrastructure standard, which can be proprietary. The second category (private clouds)
defines the company’s private data center as a private cloud. The cloud customer, who
owns the data center, uses the data center with cloud computing technology to meet all
of its computational needs. The third category (hybrid clouds) describes interconnected
clouds, in which one of the clouds is owned by the cloud customer and the second
cloud is a public cloud. This category defines a combination of a private cloud and a
public cloud. The fourth category (federated clouds) represents public clouds that use
the same cloud infrastructure standard. Therefore, VMs can easily be migrated between
the federated clouds owned by different cloud providers. A cloud federation requires, at
least, an agreement between cloud providers to commit to a specific cloud
infrastructure standard. The fifth category (federated hybrid clouds) represents clouds



that are the focus of this paper. A cloud customer, who uses federated hybrid clouds,
runs some of its services on its private cloud and some others on a federation of public
clouds (federated clouds). The sixth category (differentiated clouds) represents the
overall cloud market, in which cloud providers offer their services using different
standards [50]. Consequently, the different public clouds are not interoperable. A cloud
customer, who wants to use several public clouds, would need to use the standards of
each cloud. The seventh category comprises clouds, which use the same cloud standard
and are owned by the same provider. Those clouds are located at different geographical
locations (e.g., Amazon AWS).

2.2. The Need for Cost Models for Clouds

The majority of participants of a survey, which Rayport and Andrew conducted [20],
indicated that their company already used public clouds, or discussed, planned, trialed,
or implemented the use of a cloud infrastructure. Their objective for using cloud
technology has been the potential reduction of the company’s data center costs. Even
though there is a lot of mentioning about the benefits and even inevitability of
migrating to a cloud [21], the exact costs are still unknown. This lack of cost details
(and its accounting within a cost model) makes any decision on a migration to clouds
uncertain [2, 22, 23, 24, 25].

Many other statements about the need for cost models for clouds have also been
made [4, 22, 23, 26, 27]. Using these cost models, one may investigate economic
factors like Return-on-Investment (ROI), Net-Present-Value (NPV), Benefit-to-Cost-
Ratio (BCR), and Discounted-Payback-Period (DPP). These measures are essential to
decide when and under which conditions it is better to use private or public clouds [22,
23].

However, to perform this cost analysis, detailed knowledge about applications,
hardware, and load levels is required [1]. The difficulty of obtaining this knowledge
makes it non-trivial to estimate short-term or long-term costs. As Ali et al. pointed out,
it is difficult to know “the actual resources consumed by a system”, “the deployment
option used by a system, which can affect its costs as resources”, and the “probable

changes in the cloud service provider’s pricing scheme” [26].

2.3. Existing Research on Cost Factors and Cost Models

In order to find all major papers addressing our research objectives, we searched
research databases with a combination of keywords from two groups. The first group
comprises the keywords: cloud computing, elastic computing, utility computing,
Infrastructure-as-a-Service, laaS. The second group of keywords includes cost model,
business model, cost estimation, cost parameters, and economics. The research
databases used are IEEE Explore, ACM Digital Library, ISI Web of Knowledge,
SpringerLink, ScienceDirect, and Google scholars.

In total, we have found 42 papers pointing to both fields of cloud related and cost or
economy related subjects. Those works can be categorized into three groups according
to the cloud level considered: (1) transaction level; (2) application level (e.g.,
educational system); and (3) VM level, which is independent of the application of VMs.
As an example of the first group, Buell and Collofello have addressed transaction level



cost factors: processing, storage, bandwidth, and services costs [29]. Many of the works
can be categorized into the second group as they focus on a particular topic [29, 30, 31,
32, 33]. Among the papers of the third group, only 13 papers have proposed cost
factors and detailed cost models. These papers are introduced in the following
paragraphs in more detail.

The first paper by Risch and Altmann evaluates some claims about the financial
advantages that companies would gain from using a commercial cloud [39]. The
authors have calculated costs in four cloud scenarios. For that, a comparison of the
costs for a company, which purchases resources from Amazon EC2 or from a hardware
vendor for its in-house data center with cloud technology (private cloud), were pointed
out.

For deciding when and under which situation it is recommended to move to a cloud
service, a very good coverage of cost factors has been given by Tak et al. [1]. The
authors have also classified cost factors into quantifiable cost factors and less
quantifiable cost factors (which are more difficult to estimate). In addition, their
classification includes a grouping into direct or indirect costs, which eases the
understanding of all aspect of the costs.

Even though Kondo et al., the authors of [4], have not proposed any cost model,
they conducted an economic comparison. For that, they covered all cost aspects of a
cloud project. In total, they considered 11 cost factors, which will be discussed in detail
in section 2.4.

Besides identifying six cost factors, Armbrust et al. also compared cloud and in-
house cases, using a trade-off formula [34]. The authors did not focus on cost modeling
but gave a general understanding of various aspects of cloud computing. They have
pointed to the cost-benefit tradeoff of migrating to the cloud, and have proposed a
simple cost formula to support decision making.

The challenges, which enterprises face when applying hybrid cloud models, were
discussed by Hajjat et al. [35]. Component placement is one of the challenges,
addressing the decision on which of the components must be kept local and which
components can be migrated. Another challenge is the specification of cost factors with
respect to computing components, storage components, and wide-area communication.
As the cost savings from migration depend on the placement of compute-intensive,
storage-intensive, and communication-intensive components, graph theory has been
used to model the network of components and their data transfer relations.

Truong and Dustbar present a service for estimating and monitoring costs [22]. The
service distinguishes three situations: the complete use of on-premise resources, the
partial use of cloud resources, or the complete use of cloud resources. In addition, they
discuss the composability of cost models and, for this, have introduced seven basic cost
models. The data used for the comparison of the models came from cloud providers’
pricing specifications.

Alford and Morton present an economic analysis to investigate the potential savings
from migrating services to the cloud. They focus on IT data centers and use a
proprietary cost model [23]. The study takes into consideration transition costs, life-
cycle operations, and migration schedules. Although they did not specify the cost
model, they emphasize the existence of the cost model that is owned by the Booz Allen



Hamilton Inc. The cost model is used to compare the three scenarios: public cloud,
hybrid cloud, and private cloud.

Khajeh-Hosseini introduced a cloud adoption toolkit [26]. The toolkit provides a
collection of tools that support decision making with respect to the adoption of cloud
computing in an enterprise. However, the cost model mentioned here has not been
described. Only the cost factors have been described.

Opitz et al. performed a very detailed analysis of costs [36]. The authors conducted
an analysis of different cost factors that have to be considered by a provider of a
computational Grid. This analysis uses realistic values. In addition to this, the authors
have shown an estimation of the total costs for resource providers in two real-world
examples.

Although the main contribution of Altmann and Rohitratana is in the area of
Software-as-a-Service only, some of the considered cost factors for the software
selection process can be used in any infrastructure cloud environment [37]. The authors
have focused on the software license selection support. Their model helps users to
select a SaaS Licensing (SaaSL) model or a Perpetual Software Licensing (PSL) model.

Hwang et al. introduce an algorithm for service providers to minimize their service
provision cost when offering reserved resources and on-demand resources [30]. For
their calculation, they consider server usage, data transfer, and storage usage in data
centers.

In the work by Patel and Shah, the focus is on a cost model for data centers [7]. In
particular, the cost factors for electricity, network devices, labor, software, and business
premises are analyzed. The authors also present some economic models for decision
support.

Amazon, as a cloud provider, supports its customers with a simple web-based cost
calculation tool for its AWS services [41]. In addition to the cost for storage, servers,
and data transfer, cost for middleware services (PaaS) can also be specified. Within this
work, we do not consider middleware services.

2.4. Cost Factors

The 13 articles presented in the previous section identified 21 different cost factors that
are relevant for laaS services of clouds. The columns labeled ‘Literature’ in Table 2
show the cost factors that have been used by a specific article. The paper identifiers
used in Table 2 are the same as the literature references. Furthermore, the cost factors
are structured and categorized into six main groups: electricity, hardware, software,
labor, business premises, and service. Each of these main groups is further subdivided
into subgroups. It is notable that these groups overlap with a categorization into public
clouds and private clouds. More specifically, cost factors that are important for private
clouds are listed in rows a to d and row f1 of the Table. The remaining rows show cost
factors that are important for public cloud use. The meaning of the cost factors is as
follows:

Electricity: The power usage of in-house electronic devices like servers, gateways,
routers, and other network devices is grouped in one subgroup [1, 4, 7, 23, 34, 36, 39].
In another subgroup, the electricity consumed through cooling is categorized separately
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from other electronic devices [1, 7, 23, 34, 36]. Additionally, for achieving accurate
estimates, two Kkinds of values can be considered for all devices: the power
consumption, when the system is idle, and the power consumption, when the system is
heavily used [36].

Hardware: Hardware cost refers to the acquisition of hardware resources. In
particular, two subgroups can be distinguished. One comprises the purchasing cost of
computing hardware needed in-house [1, 4, 23, 36, 37, 39] and the purchasing cost of
network devices (e.g., switches, routers) needed in-house [1, 23, 37]. In order to
determine the actual annual costs of the resources, their economic lifetime has also to
be considered, as indicated by Opitz et al. [36]. A depreciation period of three years is
widely used for this kind of technology.

Software: The purchasing price of licenses of software, which is used in-house, is
considered in this class. There are three subgroups of software, which should be
considered separately: basic server software licenses, middleware software licenses,
and application software licenses. Basic server software license refers to operating
system software and back-up software [1, 7, 23, 37]. Middleware software licenses
refers to licenses for commercial middleware software that is needed for running
applications [7, 36]. Application software licenses comprise any kind of software that
directly contributes value to users (e.g., enterprise resource planning software) [1, 23,
36, 37]. Although there are many types of pricing of software licenses possible [44], we
consider a simple perpetual licensing model in this paper.

Labor: This category comprises three subgroups. The subgroups are salaries for
technicians, who work on maintaining software [1, 7, 23], salaries for hardware
technicians [1, 7, 23, 36], and salaries for technicians, who provide support [1, 4, 23,
36]. These cost factors are impacted by the region or country, in which the cloud is
located.

Business Premises: This category includes the basic costs, which are essential to
establish an in-house data center with cloud technology (private cloud). These basic
costs are grouped into three subgroups, namely according to the cost for renting or
purchasing the data center facility [7, 34], the cost for racks and other non-electronic
instruments, which are required for the safety and the reliability of the data center [7,
23], as well as the cost of cabling of the data center [7, 23].

Service: This group of cost factors, which is categorized as services, comprises in-
tangible items. Seven subgroups can be distinguished. Some of the service costs may
incur independent to whether a company uses in-house data center services or cloud-
based services. The charge for Internet connectivity (i.e., Internet access charges for the
enterprise), which is such a cost factor, comprises the first subgroup [4, 35]. Another
cost factor, which defines the second subgroup, is the usage cost for servers (CPU
hours) [4, 22, 26, 30, 35, 39]. The cost for incoming data transfer (e.g., cloud data
transfer in) is another factor, defining subgroup three [1, 4, 22, 26, 30, 34, 35, 36, 39].
Correspondingly, there is the cost for the amount of outgoing data transfer (i.e., data
that is transferred from the cloud) [1, 4, 22, 26, 30, 34, 35, 36, 39]. The cloud storage
factor, which is the fifth subgroup, describes the amount of storage, which is used in
the cloud [1, 4, 22, 26, 30, 34, 35, 39]. Subgroup 6 comprises the cost of data transfer
between clouds. This cost is a specific cost that needs to be considered for federated
clouds. This cost factor, which did not get attention in literature yet, could be a
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substantial cost item in federated clouds. Amazon prices data transfer between its
clouds at different geographical locations at a price higher than between clouds at the
same location [41].

Deployment: The last cost factor considers the number of service deployments in
clouds. For calculating the service deployment cost, the number of service deployments
per cloud is multiplied with the cost for migrating a VM to this cloud. For
simplification without losing generality, the cost of migration is assumed to be constant
for a cloud. This cost factor did not get attention in earlier literature, as the number of
deployments in hybrid cloud scenarios is negligible due to the rare events that could
trigger a new migration. In federated clouds, distributed clouds, and federated hybrid
clouds, however, where the probability of changing cloud prices, performance changes,
and changing input conditions is much higher, the total deployment cost can become
substantial if any of those events triggers a new service placement. Therefore, a cost
model needs to consider the number of service deployments. The number of service
deployments has an impact on whether an optimized service placement is economically
efficient to be implemented.

2.5. Shortcomings of Existing Cost Models

Among these 13 papers, which have been identified in this review to cover cost factors
and cost models, just three have presented their own sophisticated quantitative cost
model. These are the works by Truong and Dustbar [22], Armbrust et al. [34], and
Hajjat et al. [35]. Although there are three more papers, which mentioned to have their
own cost models, they did not provide any details.

Moreover, the three papers by Truong and Dustbar, Armbrust et al., and Hajjat et al.
center only on either an analysis of certain scenarios or provide a very generic
economic solution that has not been adapted well to the cloud area. For example,
Armbrust et al. have proposed a very general economic formula, which needs
significant adaptation to be applicable in practice in the cloud industry [34]. Although
the paper of Hajjat et al. provides details about an optimization application, no cost
formula has been specified [35]. Clearly, any kind of cost optimization should be based
on the total cost. Truong and Dustbar have suggested seven formulas, each one of them
addressing a certain activity in clouds [22]. In case of hybrid clouds, those formulas are
not sufficient. The formulas lack information about in-house data center costs.
Moreover, with respect to cloud federation, data transfer cost between clouds needs to
be considered as well.

For these reasons, none of the three works by Ambrust et al. [34], Hajjat et al. [35],
and Truong and Dustbar [22] can provide a comprehensive estimation of costs for using
federated hybrid clouds. Most probably, using those models leads to inaccurate
estimates. Consequently, any optimization based on these estimates will be of little help
for cloud consumers. This uncertainty is an obstacle for applying the proposed cost
models in practice for federated hybrid clouds.
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Table 2. Contributions of existing research articles to cost factors.
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2.6. Optimization of Service Placements

Even though knowing the estimated overall cost of services of an enterprise is essential,
a further step towards finding the optimal allocation of services in the federated hybrid
cloud is required. This is necessary as different service placements may incur different
costs. For example, the different cost might come from different prices set by cloud
providers, geographical differences in electricity prices, or from different fees for
Internet connectivity [6, 17, 18, 19, 30, 40, 43, 49].

Besides, the rate of data transfer between services might be different as different
types of applications interconnect. Therefore, for example, keeping services with high
traffic within one cloud decreases the traffic cost. To predict the traffic rate, Koch et al.
proposed a “workload-aware method of provisioning”, which is effective for the case of
an educational institution [40]. If the workload characteristics and parameters of the
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domain are known, then an accurate prediction of future traffic among services is
possible. In the general case, such an optimization model is not possible.

Hwang et al. proposed a cost optimization model for service provisioning,
considering two types of pricing plans, namely on-demand server pricing and reserve-
server pricing [30]. The objective of this work has been to support cloud providers in
lowering their service provisioning cost. Consequently, the authors have neither
addressed hybrid clouds nor federated clouds.

Another approach is the one of Kessaci et al. [19]. They optimize the scheduling of
tasks over a geographically distributed data centers. Their algorithm considers three
objectives for the optimization, namely energy consumption, CO2 emission, and profit.

Bjorkqvist et al. analyze the total cost and performance of running services on
hybrid clouds [18], based on the cost model of [38]. Their focus is on a cost-
performance framework for allocating services to clouds, considering the performance-
cost tradeoff between nodes of private clouds and nodes of public clouds.

Tran and Agoulmine proposed an algorithm for service placement that considers the
network topology, resource availability, and customer demand [6]. Therefore, Tran and
Agoulmine’s solution can deal with changes in the network environment. In addition to
this, the efficiency of the new locations for the services versus the necessary
modifications, which have to be made to obtain them, is compared.

Van den Bossche et al. present service placement algorithms to cost-efficiently
schedule deadline-constrained bag-of-tasks applications on hybrid clouds. Their
algorithms use computation-related cost, data transfer costs, different pricing models,
and network capacity limitations [43].

Bittencourt and Madeira propose an algorithm for hybrid cloud customers to decide
which of the services should run on the public cloud and which on the private cloud
[17]. Their algorithm considers budget aspects and service requirements.

3. A Comprehensive Cost Model for Federated Hybrid Clouds
3.1. User Application Model

Our user application model assumes a service-oriented architecture. A user application,
which represents a business process, comprises the execution of M services. Services
are assumed to be basic units, which can communicate with each other by transferring a
specific amount of input data and output data. Each service runs on a VM. An example
of this user application model is shown in Figure 2.
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Figure 2. Example of a user application with M=4 services, that exchange data
(black arrows).

The representation of services and the data transfer relationships between them
through graph theory allows the use of network analysis methods. The resulting graph
of an application is a directed and weighted graph. Vertices represent services, while
edges show data communications. That means, the average monthly data transfer a;;
from service i to j, is represented through an edge from vertex i to vertex j with a;; as
edge label.

3.2. Cost Functions

To simplify the representation of the owverall cost function, the following four
subsections define parts of the total cost function. The total cost function is presented in
section 3.2.5.

3.2.1. Traffic-Related Cost Function

For expressing the traffic-related cost function, the variables SP, DTM, and TCR are
introduced. They are defined as follows:

1. Service Placement Vector (SP): The service placement vector is a vector with
M elements, which identifies the clouds that host the M services. For example,
the service placement vector SP = (0, 0, 1) represents that service 1 and service
2 are executed on cloud 0, while service 3 is executed on cloud 1.

2. Data Traffic Matrix (DTM): This asymmetric MxM-dimensional matrix shows
the data transfer between all M services. The matrix elements denote the traffic
a;; from service i to service j. The elements a;; of DTM, which do not represent
an arrow in the corresponding graph, get assigned O (Figure 2). Depending on
the required accuracy, the average data transfer or the exact amount of data
transfer might be used.

3. Traffic Cost Rate Matrix (TCR): The traffic cost matrix is a PxP-dimensional
matrix, in which the cost rate per unit traffic (I,k) from cloud I to cloud k is
shown. That means, it is the sum of the cost for one unit outgoing traffic from
cloud i to cloud j and the cost for one unit incoming traffic to cloud j from
cloud i. As clouds usually charge only for in-bound and out-bound traffic of a
service, all main diagonal elements of TCR are zero (i.e., there is no charge for
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traffic that stays within a cloud). However, if a cloud also charges users for
their internal data traffic, the corresponding main diagonal element will be
unequal zero. Considering the current practice, the TCR matrix is symmetrical.

Based on the above variables, we propose the following equation to capture the
total cost of traffic, T', that is incurred by inbound data traffic and outbound data
traffic between clouds within time period m (f3, f4, and f6 of Table 2). The equation
represents a volume-based pricing scheme:

T30 = %M, S, DTM(, j) * TCR(SP(D), SP())) (1)

DTM (i, j) represents the element of the data traffic matrix that indicates the traffic
from service i to service j. SP(i) and SP(j) determine the clouds, on which services i
and j run, respectively. Besides, TCR(SP(i),SP(j)) represents the traffic cost rate
charged by cloud SP(i) and cloud SP(j) that host services i and j, respectively.

For our calculation (equation 1), we considered a volume-based pricing scheme, in
which the amount of traffic is multiplied with a specific price per unit traffic. However,
this formula can easily be adapted to other pricing schemes that are common in the
market [42]. Examples of those pricing schemes are tiered pricing schemes, volume-
based pricing scheme with buy-out option, and 95 percentile pricing scheme [48].

3.2.2. Deployment-Related Cost Function

To capture the deployment cost that is incurred by changes in the placement of services,
we propose the Deployment Cost Vector (DCV), which captures the average cost per
deployment for each cloud. Deployment costs are incurred when a virtual machine with
the service is migrated from one cloud to another. During the duration of the migration,
the resources cannot be used for any task. The deployment cost vector holds the cost of
each cloud in Euro. For example, the cost could be calculated by multiplying the price
of a virtual machine of a cloud with the time that a VM cannot be used during the
migration. The cost should also consider the amount of data that needs to be transferred
to the new public cloud.

The overall deployment costs are incurred at the source cloud (i.e., the cloud, from
which the service is migrated) and at the destination cloud (i.e., the cloud, to which the
service is migrated to).

Following this definition of deployment cost, the cost factor number of deployments
(i.e., the number of installations and un-installations) for each cloud i can be used. For
this, the number of deployments, which are needed for a migration from the current
service placement to a new service placement, needs to be counted. The number of
deployments for each cloud is listed in vector Q°. Following a simple cost function, the
total deployment cost ¢z for the time period m can be calculated by multiplying the
number of deployments Q¢ for the time period m per cloud with the deployment cost
vector DCV:

CP = Q%+ DCV (2)
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By considering this cost factor, an optimization algorithm (based on this cost model)
can capture the trade-off between incurring some cost due to changes in the service
placement and the gains through an optimal service placement.

3.2.3. Fixed Cost Function

Based on the cost factors listed in section 2.4, we propose a comprehensive formula
that covers all aspects of fixed costs. The costs considered are the purchasing cost for
all servers needed (zscs; bl of Table 2), the purchasing cost for all network devices
needed (x¥ ¢ ; b2 of Table 2), the costs for all basic server software licenses (3 czs; ¢l
of Table 2), the costs for middleware licenses (z¥cs; c2 of Table 2), the costs for
application software licenses (z4c#s; ¢3 of Table 2), the cost of facility space (cq.F; €3
of Table 2) that the company needs for its data center, the cost of non-electronic
equipment (cy..; €1 of Table 2) that is needed for a data center, and the cost for cabling
(ccq; €2 Of Table 2). These costs are fixed costs for the duration of the depreciation
period. The sum of these fixed costs FC is shown in equation 3:

FC=%3C +X)CY + X7 CP¥ + XXM + 30 C° 4 CrgF + Cyee + Cca ()

The parameters used in equation 3 are as follows: s is the number of servers, which
are needed to run services. S is fixed. This assumption of a fixed number of servers S is
justified, if a private cloud is used to run mission-critical services, for which the
number of needed servers can be estimated beforehand. Assuming a permanently cost-
minimizing utilization of servers, economies of scale also works for large cloud
customers as for cloud providers. In this case, the number of servers S can also be
calculated beforehand for large cloud customers. Therefore, the number of servers S
calculated can be assumed to be the most economical solution. ¢ is the cost of server i.
N is the number of network devices that are needed. c*¢ is the cost of network device i. B
denotes the number of basic server software licenses. c¢zss is the cost of a basic server
software license i. k denotes the number of middleware software licenses, which are
needed. ¢/ is the cost of middleware software license i. 4 is the number of application
software licenses, which are used. ¢zs is the cost of application software license i. F
denotes the size of the facility in square meters. c;, is the cost of facility space in square
meters. The facility cost can easily be obtained from rent contracts.

As the fixed cost needs to be adjusted with respect to the depreciation period of
each cost factor, each cost item is multiplied with a certain factor (e.g., Dit, Df, Dy).
Considering that the depreciation period is D;t=36 months for IT devices, Dg=600
months for facilities, Dy=120 months for cabling and utilities, the fixed cost per one
time period, FCP, can be calculated as:

FCP = o (N7 CF° 4 X1 CY° + X8 CPS 4 B O 4+ 5 CP%) + - (CraF) +
1
D_U (CNee + CCa) (4)
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3.2.4. Variable Cost Function

The following variable cost factors, which are calculated over a certain time period, are
usually summed up for a time period of a month or a year. For this, simple usage-based
pricing schemes are assumed. However, if needed, the simple usage-based pricing
schemes can be replaced with more complicated pricing schemes easily. They comprise
the cost of electricity usage from cooling and from other electric devices (cze (&g, +
gEde 4 pEusey: g1 a2, and a3 of Table 2), the cost of Internet connectivity of the private
cloud (ci1,; f1 of Table 2), the cost of labor for maintaining software (czsis,; d1 of
Table 2), for maintaining hardware (cx1%; d2 of Table 2), for other work (ctrs,; d3 of
Table 2), the cost of deploying services (cz; g1 of Table 2), the cost of data transfer
between different clouds (ri¢; equation 1; f3, f4, and f6 of Table 2), the cost for cloud
storage (csen,,; 5 of Table 2), and the cloud server usage cost (zferecsersi,; f2 of
Table 2). The sum of all these cost factors, as shown in the following equation,
determines the total variable cost VC(m) in period m:

VC(m) = Cple°(Ef, + Ep/™¢ + ERU%€) + Citt Ly, + Crd Ly, + CRILE, + CRPLS, +
Ch + T + C3OHy + X378 C3eT S (5)

The parameters used in equation 5 are as follows: ¢zl is the cost of electricity per
unit in time period m (usually, the time period is one month). ¢ specifies the amount of
electricity used for cooling in time period m. gz specifies the amount of electricity
used for all other devices in time period m when they were idle. Similarly, gzvse
specifies the amount of electricity used for all other devices in time period m when they
were used. ¢t is the cost for Internet connectivity usage per unit. I, denotes the
amount of use of the Internet connectivity in time period m. (Note: the Internet cost
calculation should be adjusted to the Internet contract, i.e., the pricing scheme used). cts
is the cost of labor for maintaining software per unit (usually, the unit is one hour) and
15, 1S amount of labor in time period m. ¢z is the cost of labor for maintaining the
hardware per unit and % is the amount of labor for maintaining hardware in time period
m. cte is the cost of labor for other tasks per unit and 1, is the amount of this labor in
time period m. ¢z is the cost of deployment to clouds (equation 2) within time period m.
rio IS the total cost of traffic between clouds in month m (equation 1). ¢t is the cost of
cloud storage per unit in time period m. H, is the usage of storage in time period m.
Note, if different types of storage (with respect to the storage access speed) are used
and priced differently, the pricing scheme csen,, need to be replaced with a quality-of-
service based pricing scheme. csor is the cloud server usage cost for server type i per
unit in time period m. s¢, is the amount of server usage of type i in time period m.

3.2.5. Total Cost Function

The total cost of running a federated hybrid cloud over d time periods is the sum of the
fixed cost, FC®, and the variable cost, VC(), which is incurred during these d time
periods. The total cost is shown in equation 6:

TC(d) =d FCP + ¥4 _,VC(m) (6)
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If only one time period, d=1, is considered, then the total cost TC(1) represents the
cost that is occurred within a single time period.

3.3. Discussion and Comparison

All eight terms of the fixed cost formula FC (equation 4) can easily be populated, since
it requires only capital expenditure (CAPEX) information. This information can be
obtained from vendors or IT consultancy companies that design data centers for
enterprises. For calculating the variable cost VC (equation 5), the expected base
utilization and the peak resource utilization need to be estimated. This is difficult, as
the services deployed may have highly variable peaks in resource demand, the practical
limits on real-world utilization of purchased equipment are not widely known, and the
operational costs differ widely, depending on the type of cloud environment [8]. In
addition to this, estimating the variable cost factors on data transfer, cloud storage
usage, and server usage requires further effort. For example, gathering the real trend of
data transfer among services, one needs special preparation to monitor, aggregate, and
keep data transfer records. Then, econometric methods need to be applied to detect
trends of data transfers between services. Understanding peaks, which force companies
to increase cloud expenditure, is a key to get good estimates of future costs.

Furthermore, the importance of each cost factor should be considered when
estimating the total cost. Accurately focusing on major cost factors is suggested. Any
error in their estimates has a large impact on the accuracy of the total cost estimation.
For instance, in many cases, 31% of cost of data centers comes from labor, 30% from
servers, and 25% from cooling [36]. Therefore, we indicated in Table 2 the expected
impact of each cost factor for private clouds, public clouds, and federated clouds. This
information helps users of the cost model to identify the cost factors that are worth
finding accurate data about them.

Finally, the major difference of the presented cost model to existing works on cost
model comprises three items: (1) The presented cost model can be applied to any type
of cloud (i.e., private cloud, public cloud, federated cloud, and federated hybrid cloud),
as it comprises all cost factors that have been considered for clouds; (2) The cost model
considers data transfer of services between federated clouds, which has not been
discussed in literature on federated clouds. The consequence of this cost factor is that,
if the cost for data transfer between clouds gets too large, any federation of clouds will
not be economically efficient; and (3) The cost model also considers the deployment
cost as a cost factor. The deployment cost limits the number of optimizations that can
be performed to lower the cost. Any migration of a service to another cloud comes with
the cost of terminating the service on one cloud and moving it via the Internet to the
new cloud, where it has to be installed. Although some of the tasks can be performed in
parallel and, therefore, can be performed with low time cost, this process incurs cost for
the virtual machines that need to be terminated and installed before they can start
executing the services and the cost for transferring the checkpoint data of the service
from one cloud to another cloud via the Internet.
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4. Cost Model Based Service Placement Optimization
4.1. Service Placement Optimization Algorithm

Finding the optimal service placement requires the calculation of the total cost for each
possible service placement option on a private cloud and a number of federated public
clouds. To achieve this, our cost model based service placement optimization algorithm,
which is called COMBSPO, initializes the main input variables (Section 2.4) and, then,
executes a loop over all possible service placements. Within the loop, the calculation of
the total cost (Equation 6) is performed based on our cost model (Section 3.2.5). At the
end of the loop, the cost of the newly calculated service placement options is compared
with the currently lowest cost one. If the new one is lower, it will become the new
lowest cost service placement option. The algorithm terminates, after the set of all
relevant service placement options have been checked. Note, the set of relevant service
placement options could comprise all possible service placements, which is a brute-
force approach and not scalable, or could be selected based on a heuristic (line 9 of the
service placement optimization algorithm (Figure 3)). However, for demonstrating the
workings of our COMBSPO algorithm, the selection of the service placement option is
not of importance. The detailed service placement optimization algorithm is shown in
Figure 3.

**kjnitialize all input variables®¥i¢
Set trafficCostRateMatrix; ***prices for traffic between clouds*** ¢
Set dataTrafficMatrix; ***data transfer between all M services***¢
Set deploymentCostVector; ***average cost of deployment per cloud*** ¢
Set numberQOfDeploymentsVector; ***yariables listed in Table 2#*¥#*¢
***kjnitialize output variables*¥k
lowest_cost = max_real number;+
***check all service placement options*¥¥¢
WHILE (anotherServicePlacementVectorPossible) {+

***kgenerate one service placement option**¥*¢

Generate servicePlacementVector;+

***calculate cost formulas***¢

Calculate dataTransferCost; ***equation 1***+

Calculate deploymentCost; ***egquation 2%¥%¥¢

Calculate fixedCost; ***equation 4***«

Calculate variableCost; ***sguation S¥¥#*¢

Calculate totalCost; ***eguation 6% ¥**¢

IF (totalCost < lowestCost) THEN {+¢

lowestCost = totalCost;+
lowestServicePlacementVector = servicePlacementVector;+
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DD WN O e .

S
O W C

pe

i

: ***return the best service placement option as solution*¥**¢
: RETURN lowestServicePlacementVector;+

LS S S N ]
s W N

Figure 3. Cost model based service placement optimization algorithm (COMBSPO
Algorithm).

It should be noted though that a corporate’s policy (e.g., security policy) might
invalid a few service placement options. Consequently, the number of eligible service
placement options will be reduced.
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4.2. Scenario and Data Set

To demonstrate the workings of the cost model and the service placement algorithm,
we define a small scenario. The scenario comprises a cloud customer with demand for
1to 3 VMs (i.e.,, 1 to 3 services). As the cloud customer has always a minimum
demand for one VM (e.g., to run mission-critical applications), the company runs one
VM (service 1 of Figure 4) on its private cloud. All other services need to run on
federated clouds, if the services are demanded. For simplification of the scenario, we
assume that all services require the same amount of computational resources, i.e.,
one VM of the same type. Furthermore, two clouds are assumed to exist within the
cloud federation at two geographically different locations (Figure 4). Furthermore, it is
assumed that, initially, service 2 runs on the public cloud 1.

When the demand for service 3 emerges (Figure 4), the company has to decide on a
new service placement. For our scenario, we assume further that an extension of the
private cloud is not considered for strategic business reasons of the cloud customer.
Without this assumption, however, an extension of the private cloud would be a valid
option that needs to be analyzed.

Therefore, in our scenario, there are only three service placement options to be
considered: Service 2 and service 3 run on public cloud 1 (option 1); Service 2 runs on
public cloud 1 and service 3 runs on public cloud 2 (option 2); Service 2 and service 3
run on public cloud 2 (option 3). Service 1 is kept on the private cloud due to security
reasons.

Public

Private
Cloud

4———p.data transfer £z*==, service migration Onew service Oplaced service

Figure 4. Example of a service placement decision: It is assumed that, initially,
service 1 and service 2 run on the private cloud and public cloud 1, respectively.
When the demand for service 3 emerges, the company has to decide on a new
service placement. There are three service placement options: service 2 and
service 3 run on public cloud 1 (option 1), service 2 and service 3 run on public
cloud 2 (option 3), or service 2 and service 3 run on public cloud 1 and public
cloud 2, respectively (option 2).
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To decide on the cost-minimizing service placement, the cloud customer has to
calculate the total cost for each of the three options. As the company of our scenario
owns its data center, the values for the fixed cost factors (equation 4) can easily be
obtained from the accounting department [45]. The values for the variable cost factors
(equation 5) need to be estimated using the past consumption and the price
developments in the market. It is to be noted that, as there are many different pricing
schemes (e.g., spot market prices, reservation prices, flat rate pricing, tiered pricing),
finding the best fitting pricing scheme is time-consuming [52]. It requires comparing
the potential overall cost of all pricing schemes for a given cloud server use. For our
scenario calculation, we assume that this comparison has been conducted.

4.3. Scenario Analysis Using the COMBSPO Service Placement Algorithm

In order to populate the trafficCostRateMatrix (TCR in Secton 3.2.1) and the
deploymentCostVector (DCV in Section 3.2.2) of the COMBSPO service placement
algorithm (Figure 3) with realistic values, we draw uniformly values from the ranges of
cost factor values that are specified in Table 3. The range of values is given through the
minimum and maximum cost factors values. The minimum and maximum values are
obtained from Amazon AWS in 2013 [46]. Although the data comes from a single
provider only, the data is sufficient for determining a realistic order of magnitude of
values.

Table 3. The minimum and maximum cost factor values used for the scenario
analysis are based on Amazon AWS in December 2013 [46].

Cost Typee| CostFactore Bas:.s of (.'.’ost. __ COst (€ / Month)- i :
- Estimation< Minimum-« Maximum«
2) Cloud server use., |Historical data and 51€Month., 1728 €Month .,
market price
£3) Data teamsfer into |Historical data and 0EGB.. Q€GB ..
cloud ., market price
. .. |f)Data transfer Historical data and 0.0TECEB .- 0.12€'GB
f) Cloud Service- | oen cloud.. market price.,
5) Cloud storage use {Historical data and 0.065 €/ GB/Month 0.065 €/ GB/Month ,
markat price.,
£7) Data transfer Historical data and 0.02€/CB100.10€/GB 0.12€/GB
batwaen clouds market price
g) Deployment., |gl) Number of Historical data and 0.06 €Daplovment (i.2., 1 hour serveq14.40 € Deplovment (i.2., 1 hour
daployments .. markst data . use) . sarver use and 100 GB data transfer) .

With respect to populating the numberOfDeploymentVector (Q% in Section 3.2.2),
we assume that the emergence of the demand for service 3 is a onetime event. Only
option 3 needs to consider the cost for migrating service 2 from public cloud 1 to public
cloud 2.

In detail, the total cost of option 1 is based on a data transfer price of 0.00 Euro/GB
between service 2 and service 3, 0.09 Euro/GB for data transfer to and from service 1,
and on the cost of two VMs of 172 Euro/month (public cloud 1).

The total cost of option 2 is based on a data transfer price of 0.09 Euro/GB between
service 2 and service 1, a data transfer price of 0.11 Euro/GB between service 2 and
service 3, a data transfer price of 0.13 Euro/GB between service 3 and service 1, the
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cost of a VM of 86 Euro/month (public cloud 1), and the cost of a VM of
83 Euro/month (public cloud 2).

The total cost of option 3 is based on a data transfer price of 0.00 Euro/GB between
service 2 and service 3, 0.13 Euro/GB for data transfer to and from service 1, and the
cost of two VMs of 83 Euro/month (public cloud 2). In addition to this, option 3 has to
take into consideration the deployment cost for migrating service 2 from public cloud 1
to public cloud 2. The deployment cost, which considers data transfer cost and unusable
time of VM is assumed to be 3.5 Euro per deployment.

Furthermore, it is assumed that the amount of data transfer is the same not only for
each option but also between the three services (service 1, service 2, and service 3).
However, the exact amount of data transfer has not been set by the cloud customer yet.
The amount of data transfer depends on the size of the data set processed by a service.
Therefore, a sensitivity analysis is conducted to determine the impact of the size of the
data set on the overall cost of using federated hybrid clouds.

For this sensitivity analysis, the dataTrafficMatrix (DTM in Section 3.2.1) is
populated with different data transfer values, ranging from 0 GB to 150 GB in total. For
each of the populated dataTrafficMatrix, the COMBSPO service placement algorithm
is executed. The results of all COMBSPO calculations are shown in Figure 5.
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Figure 5. Sensitivity analysis of the three service placement options for the

scenario shown in Figure 4. For the comparison, the COMBSPO algorithm is

executed with different data traffic matrices. The total traffic is varied from 0 GB
to 150 GB.

The results of the sensitivity analysis show that option 2 is better than option 1 and
option 3 (Figure 5), if the amount of data transfer is less than 25 GB (in total). Option 3
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is better than option 1 and option 2, if the amount of data transfer is between 25 GB and
95 GB. If the amount of data transfer is above 95 GB, option 1 will be better than the
other two options.

These results demonstrate two issues that need to be considered closely in federated
clouds. First, the deployment cost has a strong impact on the optimal service placement.
As can be seen from Figure 5, option 2 is the preferred option for a data transfer
amount of less than 30 GB due to the 3.5 Euro deployment cost that is incurred in
option 3. Without this cost factor, option 3 would have always been less costly than
option 2. Second, the data transfer cost is a significant cost factor in federated clouds.
Figure 5 shows that the low price of servers in option 3 becomes irrelevant, if the
amount of data transfer is larger than 95 GB. At this point, the data transfer price,
which is higher than the data transfer price of option 1, becomes dominant.

This analysis does not only demonstrate the workings of the COMBSPO service
placement algorithm but also illustrates that the COMBSPO service placement
algorithm helps understanding the dependencies between different cost factors of
federated hybrid clouds. It has shown that the deployment cost can offset data transfer
cost. Consequently, it can be stated that an increase in the number of service migrations
can have a substantial negative impact on the overall benefit of cost-minimizing service
placements. In this case, a cost-minimizing service placement option would not be
implemented.

5. Conclusion and Future Work

In this paper, we have comprehensively analyzed the cost factors that need to be
considered for estimating cloud computing cost of federated hybrid clouds, i.e., the
most general cloud architecture. As part of this work, the cost factors have been
evaluated and categorized. This analysis has also been the basis for our cloud cost
model, which can be used by any cloud customer to estimate the total cost of clouds
(i.e., private clouds, public clouds, hybrid clouds, distributed clouds, federated clouds,
or federated hybrid clouds). The cost model defines the cost through cost formulas (i.e.,
a fixed cost formula, a variable cost formula, and a total cost formula).

Based on this cost model, we also presented a cost model based service placement
optimization algorithm, called COMBSPO. It compares the total cost of all possible
service placement options and identifies the cost-minimizing service placement option.
Compared to existing service placement algorithms, the major difference of this service
placement algorithm is that it considers the data transfer cost between public clouds and
the deployment cost of services, which are incurred through VM migrations.

Furthermore, our analysis of a federated hybrid clouds scenario demonstrates the
workings and the benefits of our service placement algorithm. It shows that COMBSPO
not only helps companies in finding the cost-minimizing service placement option in
federated hybrid clouds but also helps understanding the dependencies between
different cost factors of federated hybrid clouds. It has shown that the deployment cost
can offset data transfer cost. Consequently, we can state that an increase in the number
of service migrations can have a substantial negative impact on the overall benefit of
cost-minimizing service placements. In this case, a cost-minimizing service placement
option would not be implemented.
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In our future work, we will address the limitations of our current work. Besides
investigating an extension of the service placement algorithm with respect to
performance factors, we will also look into the application of the proposed service
placement algorithm to a more realistic scenario with respect to the number of clouds
and services considered. Finally, we will investigate the differences in cost calculated
with COMBSPO and other cost models.
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