Sa1u9S Jaded uoissnasig Ad1jod pue ‘solwouod ‘quawasbeuey Abojouyos

“e®  SEOUL NATIONAL UNIVERSITY

i‘-;gﬁ,v e

y. College of Engineering

% @@ Technology Management, Economics, and Policy Program
SN

Risk-Benefit-Mediated Impact of
Determinants on the Adoption of Cloud
Federation

Netsanet Haile, Jorn Altmann

TEMEP Discussion Paper No. 2015:122

The Technology Management, Economics, and Policy Program (TEMEP) is a graduate

MEC| s

T oo o VIS ZGAMEY of st nky

o oo — o

151742 M 2A| Bt 2t Z 599

Technology Management, Economics, and Policy Program
College of Engineering, Seoul National University

599 Gwanak-Ro, Gwanak-Gu, Seoul 151-742, South-Korea
Phone: ++82-2-880-9140, Fax: ++82-2-880-8389



program at Seoul National University. It includes both M.Sc. and Ph.D. programs,
which are integrated into the graduate programs at the College of Engineering.

The TEMEP Discussion Paper Series is intended to serve as an outlet for publishing
research about theoretical, methodological, and applied aspects of industrial economics,
especially those related to the institute’s areas of specialization, namely management of
technology, information and communication technology, telecommunication, services,
health industries, energy industries, as well as infrastructures for development. In
particular, paper submissions are welcome, which analyze current technology and
industry related issues, discuss their implications, and suggest possible alternative
policies. The objective is to gain insights into important policy issues and to acquire a
balanced viewpoint of policy making, technology management, and economics. It will
enable us to identify the problems in industries accurately and to come up with optimal
and effective guidelines. In addition, another important aim of this series is to facilitate
communication with external research institutes, individual researchers, and policy
makers worldwide.

Research results disseminated by TEMEP may include views on policies for
information and communication  technologies, technology = management,
telecommunication, energy, health, and development economics, but the institute itself
takes no institutional policy position. If appropriate, the policy views of the institute are
disseminated in separate policy briefs. Thus, any opinion expressed in the TEMEP
Discussion Paper Series is those of the author(s) and not necessarily the opinion of the
institute.

Finally, the current editor of this series would like to thank Prof. Dr. Almas Heshmati
for establishing this working paper series in January 2009 and for guiding its
development during the course of the first 55 issues. In particular, Prof. Heshmati
provided invaluable contributions for setting up the local IT infrastructure, registering
the series with RePEc, disseminating the working papers, and setting the quality
requirements.

Jorn Altmann, Editor

Office: 37-305

Technology Management, Economics, and Policy Program
College of Engineering

Seoul National University

599 Gwanak-Ro, Gwanak-Gu

Seoul 151-742

South-Korea

Phone: +82-70-7678-6676
Fax: +1-501-641-5384
E-mail: jorn.altmann@acm.org



Risk-Benefit-Mediated Impact of Determinants on the
Adoption of Cloud Federation

Netsanet Haile!, Jorn Altmann?

! Technology Management, Economics, and Policy Program
College of Engineering, Seoul National University
Seoul, South-Korea
netsanet@snu.ac.kr

2 Department of Industrial Engineering &
Technology Management, Economics, and Policy Program
College of Engineering, Seoul National University
Seoul, South-Korea
jorn.altmann@acm.org

May 2015

Abstract: As an emerging trend for maximizing IT resource utilization,
cloud federation raises various technical, economic, and legal issues. In
order to understand the future of its adoption among cloud providers, it is
important to identify which factors can be driving or inhibiting the process.
This study aims at closing this research gap and find out the strength of their
inhibiting or facilitating factors. Factors suggested by relevant studies as
determinants of cloud computing are compiled. Among those determinants,
the most relevant factors are selected and, then, used to construct a model of
hypothesized relationships of the determinants with the perception of risk
and benefits of cloud federation, thus with the intention of joining a cloud
federation. Data from a total of 300 cloud service providers, consultants, and
IT experts were collected through a survey questionnaire. The model is
evaluated using structural equation modeling. The findings show that,
among the six determinants analyzed by the study, flexibility and
competitive pressure showed strong positive impacts. Thus, they are
considered the major drivers of cloud federation. Furthermore,
interoperability, service quality decline, and legal issues could be linked to
be strong inhibitors of cloud federation. However, all these determines are
strongly mediated by the perceived risk and perceived benefit of cloud
federation. The estimated results for cloud providers showed that large cloud
providers are attracted to cloud federation due to the potential of offering
flexible services, while small cloud providers are driven by competitive
pressure to join a cloud federation.

Keywords: Cloud Computing, Cloud Federation, Structural Equation
Modelling, Strategic Alliance, Survey, Adoption, Cloud Provider.
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1. Introduction

Cloud computing has emerged as a paradigm that allows sharing of computing
resources and has become a wide-spread trend for increasing IT resource utilization [11]
and the automation of service delivery [4] [12]. The computing resources are offered as
a service, ranging from infrastructure as a service, platform as a service, to software as
a service [8]. Although cloud computing has proved by understanding the economic
aspects behind cloud computing [3] [9] [23] [41], the idea of federating clouds of
different providers has emerged just recently.

Cloud federation is a strategic alliance between cloud providers, in which cloud
providers have reached a cross-site agreement for cooperating regarding the
deployment of service components and the use of capacity from each other to cope with
demand variations of clients. Cloud federation allows the use of resources and services
hosted by different providers [5]. A cloud federation business model requires a closer
collaboration between cloud suppliers that provide cloud resources as part of the
federation. For example, members of a cloud federation may sign a joint federation-
level-agreement (FLA) instead of bilaterally signing a multitude of different contracts
between the cloud suppliers in the federation [27] [31]. The FLA generally creates a
long-term and more reciprocal relationship between its members than it could be
expected from a purely free market transaction perspective.

Cloud federation is an enhanced form of cloud computing, which interconnects and
allows the use of public cloud resources of different providers [14] [22] [32]. Cloud
federation requires interoperability on the technical level as well as business
agreements (contract) between providers [14]. Interoperability enables a provider to
execute the VMs of its customer on the infrastructure of other providers of the
federation without the need for adapting the software. The business agreement sets a
legal framework for utilizing the resources of the federated clouds. The benefit of cloud
federation lies in the improved utilization of the federated clouds and, consequently, in
the lower cost for the cloud resource consumer.

Although cloud federation is expected to be the next move of cloud computing, this
model is not a popular form of cloud computing yet. It is not clear whether cloud
federation will be adopted by many providers in the near future. Therefore, it is
meaningful to figure out which factors are the driving and inhibiting factors to the
adoption of cloud federation. In addition to this, the impact of these drivers and
obstacles to the adoption of cloud federation need to be understood. Even though there
are many papers to deal with the adoption of cloud computing from the perspective of
end-users and enterprises, there is no work on the adoption of cloud federation yet.

This paper attempts to fill this gap. In detail, the research objective of this study is
to find barriers and drivers to the adoption of cloud federation among various
influencing factors of cloud computing, and to figure out the amount and direction of
impacts of these factors. In particular, we address three research questions within this
paper: (1) What are the determinants for the adoption of cloud federation? (2) What are
the barriers and drivers for the adoption of cloud federation among the determinants? (3)
How much do the driving and inhibiting factors affect the adoption of cloud federation?

For addressing the problem under study, we conducted a comprehensive literature
review and a survey. Literature on issues of cloud computing provided the potential



factors of acceptance of cloud federation by cloud providers and provided the basis for
the risk-benefit-model suggested in this study. The survey has been addressed towards
cloud providers, cloud service experts, and IT consultants, as being the experts in the
field. It has been conducted to identify the important barriers and drivers of the
adoption of cloud federation, as perceived by the experts in the current service market.
The survey comprised 300 respondents and has been conducted in Korea.

The results show that, among the six determinants identified by the literature review,
two determinants (i.e., flexibility and competitive pressure) showed a strong positive
impact. They are considered the drivers of cloud federation. Three determinants (i.e.,
interoperability, service quality decline, and legal issues) are identified to be strong
inhibitors of cloud federation. However, all these determines are strongly mediated by
the perceived risk and perceived benefit of cloud federation as seen by the expert.
While large cloud providers are attracted to cloud federation due to the potential of
offering flexible services, small cloud providers are driven by competitive pressure to
join a cloud federation. Inhibiting determinants are the risk through interoperability for
small cloud providers and the risk of a decline in service quality for large cloud
providers.

Our contributions are threefold: First, we identified determines for the successful
implementation of cloud federation between cloud providers. Second, from a
methodological perspective, we integrated the theory of reasoned actions and the theory
of cost benefit analysis to construct our structural model. Third, based on the analysis
results obtained, we can imply that a significant impact of the determinants on cloud
federation adoption for small and large cloud providers exists. Therefore, using these
determinants, we can predict whether and under which conditions cloud providers will
join a cloud federation.

The remainder of the paper is organized as follows. The next section presents not
only the methodology applied and the theoretical frameworks used but also and the
determinants that have been identified for the adoption of cloud federation and our
model for predicting cloud federation adoption by small and large cloud providers. In
section 3, the descriptive data analysis and the model analysis is given. Finally, we
conclude our paper with a summary of the results and a brief discussion in section 4.

2. Model of the Adoption of Cloud Federation
2.1. Methodology

Identification of the determinants has been based on a literature research. The literature
search has been performed using the keywords: cloud computing, cloud federation,
strategic alliances, and franchising. After the determinants suggested by relevant
studies have been categorized, a cloud federation adoption model has been constructed
using the theory of cost-benefit analysis [18] and the theory of reasoned action [1].

An online survey questionnaire has been set up, to collect the data for applying
them to the proposed model. 5-level Likert scale questions corresponding to each
determinant are presented to respondents in the context of small (defined to have 200
and less employees) and large cloud providers (defined to have more than 200
employees). The data collection has been conducted through two rounds. First a pilot
survey of 36 global cloud experts has been conducted. After several improvements on



the questionnaire a second round of survey has been conducted through a web-based
survey system of the Korean panel survey company, ‘Do-It-Survey’. ‘Do-It-Survey’ is
an organization specializing in web-based surveys. A sample of ‘Do-It-Survey’ panel
was asked to participate for this survey. As compensation, the respondents are offered a
small amount of electronic cash. The company targeted IT manager or IT director.
From the whole sample collected (323 Korean IT experts), 23 responses were removed
due to lack of experience in cloud computing. Consequently, it leaves a final sample of
300 responses for the empirical analysis. The survey was conducted from January 2015.

The adoption model, which is a structural model, shows the relationship among the
determinants of cloud federation and their overall impact on the intention to adopt
cloud federation by providers. The evaluation of the fit between the proposed model
and the data collected is done using structural equation modelling (SEM) approach [21].
Structural equation modelling is an approach used for multivariate analysis to study
complex relationships among variables, where some variables can be unobservable.
SEM is an appropriate approach for this study, as it involves latent determinants, which
are measured through relevant indicators. SEM is also useful to estimate direct and
indirect effects among the determinants used to study the adoption of cloud federation.

2.2. Theoretical Framework

The theory of reasoned action [1] [20] argues that beliefs impact intentions to take
action. Managers’ attitude towards the acceptance of a certain innovation is based on
their perceptions of its benefits, which are shaped by a number of factors inside and
outside their organizations. This means that behavioral intentions represent the
perceived likelihood that a particular action will be taken. In the model proposed by our
study, it is assumed that the behavior of joining a cloud federation is preceded by a high
degree of intention.

Prior to this, decision makers evaluate the risks and benefits of the intended action.
Such an evaluation involves comparing the cost and benefits of the alternatives present.
Businesses and organizations apply the theory of cost-benefit analysis to evaluate the
attractiveness of alternatives. The analysis of the expected level of benefits and costs
helps predicting whether the benefits of an alternative outweigh its costs. As specified
in the theory of cost-benefit analysis [18], individual decisions with regard to any form
of alternatives involves finding out whether the benefits of a specific course of action
exceeds the next best alternative. The determinants can include any social determinants
or economic determinants (e.g., perception of cost).

The basic assumption of our model is that the intention to join a cloud federation is
a cost versus benefit assessment that is guided by the perceptions of cloud providers. In
line with this argument, this paper considers perceived risk and perceived benefits to be
the mediating constructs of the proposed adoption model. In turn, these perceptions are
created by a set of technological determinants, organizational determinants, and
environmental determinants, which are related to cloud computing. These determinants
are assumed to indirectly affect the providers’ intentions of joining a cloud federation
through the meditating constructs.



2.3. Determinants of the Adoption of Cloud Federation

Previous studies in cloud computing suggested several determinants of the adoption of
cloud federation. Table 1 shows the 6 determinants of adoption of cloud federation,
which we identified as the determinants that are important for cloud provider:
interoperability, service quality decline, flexibility, legal issues, competitive pressure,
and firm size.

Table 1. Determinants of joining a cloud federation.

Type | Determinant | Sub-Determinants Description Literature Source
Interoperability |Compatible Compatibility with cloud
Standards standards increases the risk of a
o provider to get replaced with  |(Neves et al. 2011 [36])
s & another cloud provider by an
% g end-user.
53 Service Quality |Security Security comprises the risk of |(Carroll et al. 2011 [13];
§ o' |Decline data loss, phishing, and cyber- |Heinle and Strebel 2010
v e attacks. [24]; Kim et al. 2009
[29]; Lee et al. 2013 [33])
Performance Performance includes the risk  |(Kim et al. 2009 [29];
of getting low quality in Trigueros-Preciado et al.
processing services and high  |2013 [43])
delay in communication
services.
Flexibility Scalability Scalability comprises the (Carroll et al. 2011 [13];
ability of scaling up or scaling |Koehler et al. 2010 [30];
down the cloud usage on Lee et al. 2013 [33];
demand. Neves et al. 2011 [36])
Accessibility Accessibility describes the (Neves et al. 2011 [43];
possibility of accessing the Trigueros-Preciado et al.
cloud from anywhere and 2013 [43])
anytime at good quality of
service.
Flexibility of Cost |Flexibility of cost is a desirable |(Koehler et al. 2010 [30];
feature of cloud computing that |Lee et al. 2013 [33];
allows businesses to “pay as  |Neves et al. 2011 [36])
and when needed” and comes
with a reduction of costs in
hardware and software.
Legal Issues  |Data Privacy Data privacy includes legal (Carroll et al. 2011 [13];
o requirements and binding Heinle and Strebel 2010
= = compliance requirements about |[24]; Lee et al. 2013 [29];
39 privacy, confidentiality, and Kim et al. 2009 [33])
3 3 location of data.
2 5 Competitive Competition in Competitive pressure describes |(Altinay 2006 [2];
= |Pressure Local and the current market situation Tehrani 2013 [42])
International which makes companies to
Markets look for new strategies and
markets.
g O [Firm Size Number of The firm size is expressed (Koehler et al. 2010 [24];
= | Employees through the number of Heinle and Strebel 2010
3= employees of the company. [30]; Repschlaeger et al.
== 2013 [40])
3 S
S




These determinants can further be grouped into three determinants types:
technological determinants, organizational determinants, and environmental
determinants. By following this TOE framework [19], determinants with common
characteristics are grouped together. Environmental determinants (external) refer to
conditions and developments in the macro-environment (e.g., competitors and
government policies). Organizational determinants are factors describing the internal
environment such as structural situations of the firm (e.g., firm size and scope).
Technological determinants include capabilities of services offered by the firm and
enabled by the underlying technology of cloud federation [19]. Many theoretical
models of various studies applied this categorization of determinants [6] [15] [34] [42].

The significant difference of these determinants compared to those of other
business alliances, especially, franchising, is one of the technological determinants,
namely flexibility. Flexibility allows the adjustment of the cloud service capacity such
that the resource utilization reaches close to 100 percent. The adjustments of the cloud
service capacity are performed as follows: If excess capacity is available, the capacity
is made available to the cloud federation. If there is a shortage of capacity locally,
additional capacity is purchased on the cloud federation.

2.4. Model of the Adoption of Cloud Federation

This model is based on the assumption that behavioral intentions represent the
perceived likelihood that a particular action will be taken, following the theory of
reason actions [1] [20]. As [19] applied it to franchising, we assume that the action of
joining a federation of clouds is preceded by a high degree of intention to federate,
which, in turn, is preceded by an evaluation stage. In the evaluation stage, the perceived
risks versus perceived benefits of this action are assessed by a service provider [18].
More specifically, at the point that the perceived benefits of joining a federation of
clouds exceed its perceived risks, providers will have strong intentions to join the cloud
federation. The entire model and its components are shown in Figure 1.

Interoperability Organizational
Firm Size
Service
Quality Decline
Perceived
Risk

Technological \
UU P

Flexibility

Intention to
Adopt Cloud

Federation
HS

Legal Issue

Perceived
Benefit

Environmental

H9
Competitive
Pressure

/
-

Figure 1.The proposed structural model.



In the model proposed, the dependant variable is the intention of cloud service
providers to adopt cloud federation. The intention measured here is based on the
assessment of perceived risk and perceived benefits of joining a cloud federation.
Perceived risk represents the joined impact of determinants that can be considered
barriers to the deployment of cloud federation. Perceived benefit represents the joined
impact of determinants that can be considered drivers.

The constructs, perceived risk and perceived benefit, are important to the proposed
model as they provide the basis for the analysis of the cost and benefits of cloud
federation. All determinants of adoption of cloud federation indirectly affect decision
makers' assessment of the perceived risk versus perceived benefit trade-off. Both,
perceived risk and perceived benefit are based on the premise of a certain level of
uncertainty [19]. In the context of cloud providers, financial and performance aspects
and their perceived importance for the success of the provider within the federation are
considered. Thus, depending on the extent, to which providers perceive the benefits of
cloud federation to outweigh its expected risks, favourable intentions will be
formulated with respect to joining a federation of clouds.

H1: Perceived risk negatively affects the intention to adopt cloud federation.
H2: Perceived benefit positively affects the intention to adopt cloud federation.
2.4.1. Organizational Determinants

Firm size: Research based on resource scarcity theory explains franchising as being a
response to a shortage of the necessary resources (finance, labour, managerial talent)
required for companies to expand [38], or to a shortage of knowledge of local markets
[19]. As an organizational determinant, firm size impacts the perceived risk component.
Since larger systems have more resources to allocate, and a higher capacity to absorb
failure, they are expected to take an inverse risk perception such that the larger the
system size, the less possible impact of cost and, therefore, the lower the overall
perceived risk associated [2]. The likely negative correlation between firm size and
perceived risk is also supported by the results of a study by [7]. Consequently, it is
proposed that larger systems are likely to assign lower perceived risk to the federation
process. Similarly, the impact of perceived benefits can also vary for providers of
different sizes. Smaller providers are likely to perceive cloud federation vital for their
sustainability and competitiveness than larger providers.

H3: Small (large) cloud providers are likely to associate higher (lower) risk with
joining a cloud federation.

H4: Small (large) cloud providers are likely to associate higher (lower) benefits
with joining a cloud federation.

2.4.2. Technological Determinants

Interoperability: Interoperability between various cloud providers’ systems is expected
to be negatively related to the perceived risk of joining a cloud federation. The more
interoperability is achieved between providers, the more interconnection between
resources of various cloud providers in spite of their physical distribution becomes
possible [36]. From the perspective of a provider, it means that the provider can be
replaced by an end-user through a competitor at any time. It has to be noted, that this
perspective is contrary from the perspective of an end-user of cloud computing. For



end-users, interoperability such as compatibility of standards [33] [39] and the
availability of commonly used standards [13] contribute to the perception of cloud
federation as being beneficial.

H5: Interoperability positively affects the perceived risk of joining a cloud
federation.

Quality of service: Cloud federation increases security related concerns (e.g., data loss,
phishing, and cyber-attacks) [24] [29] [33] [40] [43] and uncertainty about performance
(e.g., customer communication can be delayed due to an increasing number of users to
be supported) [29] [40] [43].

H6: Quality of service positively affects the perceived risk of joining a cloud
federation.

Flexibility: Cloud federation enables providers to acquire additional capacity and
resources on demand, improving the availability of services. The ability to scale
services to match demand [13] [29] [30] [40] [43] and to improve accessibility of
services [43] contributes to flexible use and can increase the perceived benefits of cloud
federation.

H7: Flexibility of services positively affects perceived benefits of joining a
cloud federation.

2.4.3. Environmental Determinants

Legal Issues: The legal situation in many countries (e.g., regulations of data privacy
and data location restrictions) [6] [13] [24] [29] [33] [40] [43] let the success of cloud
federation being perceived as risky.

H8: Legal issues positively affect the perceived risk of joining a cloud
federation.

Competitive pressure: The need to compete with other providers in the market
increases the perception of benefits of cloud federation [15] [34] [42]. Altinay argues
that domestic saturation and competitive pressures will result in greater perceived
benefits associated with internationalization of companies in the context of franchising
[2]. In the light of these arguments, it is expected that higher domestic saturation and
competitive pressures will result in greater perceived benefits associated with joining a
cloud federation.

H9: Competitive pressure positively affects the perceived benefits of joining a
cloud federation.

3. Analysis of the Structural Model
3.1. Profile of Respondents

The profile of the respondents can briefly be described with two statistics about their
expertise: (1) role of respondents in the cloud service market; (2) length of experience
of respondents in the cloud service market.

Role of respondents in the cloud service market: The respondents were asked to
indicate their role in relation to the cloud service market. Therefore, their profile shows
that 145 of the respondents were managers, 28 were consultants, 92 of the participants
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were researchers, and 58 experts of cloud computing. Regarding their current
workplace, respondents indicated to be working for a cloud provider (30), for IT
companies collaborating with and employing cloud providers (282), and for a research
institute dealing with cloud services (11).

Length of experience of respondents in the cloud service market: The respondents
indicated their experience in relation to cloud services in terms of the length of their
involvement in the market at different capacities. The length of their experience ranged
from less than 1 year to more than 10 years. The proportion of the responses was: 4
years and more (42), 3 to 4 years (36), 2 to 3 years (72), 1 to 2 years (67), and less than
1 year (83). Therefore, more than 50% of the participants of the study had 2 years and
more than 2 years of experience in cloud computing and in the cloud service market.

3.2. Model Analysis

This section presents the hypotheses testing process and the analysis results using
AMOS solutions. The analysis results show the estimates of coefficients of the
relationships between the determinants and constructs as hypothesized in H1 to H9. As
the values of the coefficients indicate the strength of the relationships and the type of
impact, they determine whether the hypotheses are to be accepted or rejected. The
model yields an explanatory power of R?=0.41 in case of the intention to adopt cloud
federation by small cloud providers, and R?=0.40 for the case of large providers. The
model showed an overall good fit [25] for the two data sets used. The data set for small
cloud providers yielded fit values of p-value=0.001, CMIN/DF=1.9, GFI=0.98,
CFI=0.99, and RMSEA=0.056. The data set for large cloud providers yielded fit values
of p-value=0.001, CMIN/DF=2.3, GFI=0.98, CFI=0.93, and RMSEA=0.066. All
values indicate a good fit of the model.

Legal Issues
\ .81

60 Perceived Risk
Interoperability /

-33

41

9 @, Intention to adopt
Federation

06

Servce Quality Decline

Flexibility e

Perceived Benefit

Competitive Pressure

Figure 2. Estimation of the structural model for small cloud providers.
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Table 2. Estimation of direct and indirect effects of constructs for small cloud providers.

Determinants and Constructs
Construct Competitive | Flexibility | Service | Interoperability | Legal | Perceived | Perceived
Pressure Quality Issues Risk Benefit
Decline
Perceived
Risk 0.21 0.60 0.25
Perceived
Benefit 0.52 0.34
Intention to Adopt 0.25 0.17 -0.07 10.20 008 | -033 0.49
Federation

The SEM estimations (Figure 2, Figure 3, table 2 and Table 3) using AMOS
confirm the hypothesis that the intention of cloud providers to adopt cloud federation is
affected negatively by perceived risk (H1). The result for this hypothesis holds true for
both, small cloud providers (5=-0.33, p>0.001) and large cloud providers (5=-0.25,
p>0.001). Similarly, the positive impact of perceived benefits on the intention to
federate (H2) is found to be significant (#=0.49, p>0.001) in the case of small
providers and (5=0.55, p>0.001) for large providers. This leads to the acceptance of the
hypotheses H1 and H2.

Considering the results, it can be seen that the hypotheses H3 and H4, which
assume a variation of the impacts of perceived risk and perceived benefits on the
intention to adopt cloud federation due to size of firms, can be confirmed. While the
results show that small cloud providers associate stronger risk to cloud federation than
large cloud providers (support of H3), they also show that small cloud providers have a
smaller (though large) benefit from cloud federation than large providers (H4 is not
supported).

According to the analysis of hypothesis H5, interoperability is likely to significantly
contribute to perceived risk of joining a cloud federation for both, smaller (5=0.60,
p>0.001) and larger (5=0.25, p>0.001) cloud providers. Although the perceived risk of
interoperability among cloud providers is strong for all sizes of providers, small
providers are more likely to consider interoperability risky. Based on this result,
hypothesis H5 is confirmed.

Hypothesis H6 theorized that cloud providers consider a decline in the quality of
service as a source of risk for cloud federation. This impact is found to be significant
for small providers (5=0.21, p>0.005) and for large providers (8=0.36, p>0.001).
Therefore, cloud providers are likely to perceive the threats of cloud federation on
quality of service. As a consequent, hypothesis 6 can be accepted.

The positive role of flexibility on the intention to adopt cloud federation is
addressed by hypothesis H7. The assumption that cloud federation enables providers to
scale their services and provide them with more capabilities to adapt to their target
markets strongly contributes to the perceived benefits of cloud federation. The
estimated coefficients show (5=0.34, p>0.001) for small firms and (5=0.45, p>0.001)
for larger firms. Small providers can benefit from joining cloud federations by
obtaining more resources in cases of more demand. On the other hand, larger cloud
providers can also be able to address wider markets. Based on this result, hypothesis
H7 is accepted.
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The positive impact of legal issues on perceived risk of cloud federation is
considered in hypothesis H8. The results show a significant positive impact (5=0.25,
p>0.001) for small providers and (£=0.29, p>0.001) for large providers, confirming
hypothesis H8. Though it is found to be important for both, small providers seem to
associate more legal concerns to cloud federation than large providers. This can be
caused by the limited resources of small providers. As inhibiting legal factors arise,
small providers are more likely to refrain from engaging in federations.

In hypotheses H9, the study assumes a positive relationship between competitive
pressure and the perception of benefits of joining a cloud federation. This means, cloud
providers expect to improve their competitiveness in their target markets by joining a
federation. The impact of competitive pressure on perceived benefits of cloud
federation is significant for both, small providers (=0.52, p>0.001) and large
providers (#=0.44, p>0.001). Therefore, hypothesis 9 is accepted.

Legal Issues
\ .59

25 Perceived Risk
Interoperability /

-25

.40

Intention to adopt
Federation

Servce Quality Decline

Flexibility --—-.._________._

Perceived Benefit

Competitive Pressure

Figure 3. Estimation of the structural model for large cloud providers.

Table 3. Estimation of direct and indirect effects of constructs for large cloud providers.

Determinants and Constructs
Construct Competitive | Flexibility | Service | Interoperability | Legal | Perceived | Perceived
Pressure Quality Issues Risk Benefit
Decline
Perceived
: 0.36 0.25 0.29
Risk
Perceived
Benefit 0.44 0.45
Intention to Adopt 0.24 0.25 -0.09 -0.06 007 | -0.25 0.55
Federation

Considering these analysis results, small providers are more likely to be driven by
competitive pressure to join a cloud federation, while the risk of interoperability is an
important factor for them. An explanation is that small providers depend on
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differentiating their services, as it is important for their future growth. Larger providers
are likely to be attracted to cloud federation due to the potential of offering flexible
services. Furthermore, they are likely to be concerned about the decline of their service
quality, which is justified due to the principle agent problem.

4. Conclusion

The objective of this study is to infer the conditions for establishing a cloud federation
among cloud providers successfully. In order to achieve this objective, we identified
the major determinants of the adoption of cloud federation by investigating the findings
of previous studies. Using these determinants mediated by the perception of risk and
the perception of benefit and applying a combined theoretical framework based on the
theory of cost benefit analysis and the theory of reasoned action, we constructed a
structural model of the intention of small and large cloud providers to adopt a cloud
federation.

Using data obtained through a survey among cloud computing experts, our
structural model showed the strength of the relationships between the determinants.
The results also showed that the proposed model can explain 41% and 40% of the
variance of intentions to adopt cloud federation for small providers and large cloud
providers, respectively. Specifically, 81% of perceived risks and 59% of perceived
benefits of joining a cloud federation by small providers are explained by our model.
For large firms, 59% and 60% of the perceived risks and the perceived benefits can be
explained.

The perceived benefits of flexibility and competitive pressure showed strong
impact on the perceived benefits of cloud federation, thus increasing the intention to
adopt cloud federation. On the other hand, interoperability and the concern of declining
quality of service showed the strongest impact on the perceived risk of cloud federation,
consequently decreasing the intention to join a cloud federation.
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