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Abstract: Cloud computing faces two business-related issues. First, the
management of clouds requires not only technical skills but also the
understanding of the business side of these systems. Traditional distributed
systems research did not require this understanding, simply assuming that all
components involved are willing to cooperate according to the resource
allocation algorithm prescribed. This cooperation assumption is not valid
anymore if clouds are commercial. Secondly, the demand of cloud customers
can cause demand spikes at any time, raising the questions on how to allocate
the limited resources. Consequently, a real-time view of the provider’s business
with respect to revenue streams and costs becomes essential for cloud providers.
Such a system helps them to respond in an economically efficient way. From
the user perspective, the understanding of the different offerings of clouds is
also becoming none-trivial, requiring a support in selecting the best-fitting cloud
service. A solution to these two issues is the use of business economics. The
objective of this work is to lay out a concept and design of a business support
service platform, which is called Cloud Management Cockpit (CMC), which
uses business economics for giving decision support to providers for managing
clouds and for using clouds. The applications of the CMC are laid out in three
scenarios. They highlight the usefulness of the CMC business support models
and demonstrate how CMC enables platform interoperability, service
composition, and reduces complexity of clouds.

Keywords: Cloud architecture, cloud economics, business economics,
optimization, cloud markets.
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1. Introduction

Numerous research initiatives resulted in a solid technical foundation on distributed
systems, ranging from middleware systems (Grid middleware), resource allocation
schemes (matching of resources and jobs), to scheduling. This foundation allows accessing
resources that are geographically distributed around the world. Virtualization in
combination with these distributed system technologies extends this foundation by
allowing greater flexibility in the use of hardware resources and by making them
substitutable for performing tasks independently of the geographic location. Consequently,
virtualization contributes to consolidation of server data centres, reduced asset costs, and
simplified administration. However, the access to these virtualized systems has not yet
been standardized, so that providers currently provide proprietary interfaces to their
systems only.

Until now, several providers of virtualized resources have emerged, offering Amazons
EC2 (Elastic Compute Cloud), Sun Cloud, and Googles Apps. However, their solutions are
not interoperable and their business models do not encourage provider switching. This
means that providers do not support their customers in interconnecting to other clouds,
even though this would provide their customers a higher level service. If customers want to
use resources of multiple providers, the customer himself has to implement the interface of
the other provider. In addition, since the interfaces to clouds are not standardized, it is
rather complex for users to effectively use this technology and avoid lock-in effects
through high switching costs. This lock-in results in limited competition between providers,
thus allowing the provider to set prices almost at will. With increased interoperability,
however, an open cloud market could lead to lower resource costs and higher resource
utilization of existing computing resources.

At this time, cloud users are the driving force for interconnecting clouds. By using
cloud configuration tools by a handful of small technology providers (e.g., fluid Operations
[1] and CohesiveFT [2], it will be simple for cloud users to switch cloud providers. These
configuration tools enable cloud users to dynamically select providers and to combine
services of multiple providers simultaneously for running their applications. This new
demand will force cloud providers to interconnect in the same way as ISPs in the Internet,
and offer compatible interfaces to customers for important functions like accounting and
monitoring, dynamic resource adaptation, and VPNs for the inter-cloud communication
needs.

However, management of commercial clouds is even more challenging than managing
large-scale systems, since it requires not only highly technical skills but also the
understanding of the business side and the resulting economic incentives. Traditional
distributed systems research did not require this understanding, simply assuming that all
components involved are willing to cooperatively operate the various pieces of the
resource allocation algorithm prescribed.

In addition, since cloud users can come from anywhere in the world and demand spikes
can happen anytime, a real-time view of the provider business with respect to revenue
streams and cost becomes essential for any cloud provider for being successful. From the



users perspective, the understanding of the different offerings of clouds is also becoming
complex due to the large variety of resource offerings and different pricing models. The
latter is making price comparisons particularly difficult. This complexity implies that cloud
users require some form of support when selecting the best-fitting resource service.

Provider selection (from the customer perspective) and accepting customer requests
during a service negotiation (from the provider perspective) are two major decision
processes. By moving to world wide open cloud markets where multiple commercial cloud
providers are competing for customers, such decisions are strongly impacted by business
related questions. Since humans are rarely involved in internal system management
processes, scheduling algorithms at provider and customer side have to decide. However,
current schedulers are typically focusing on technical aspects solely, e. g., whether the
quality of service requirements of an incoming customer request may be fulfilled in the
current system situation.

In the light of the business dimension in scheduling, the scheduler however should
better not decide if the request can be fulfilled but if it should be fulfilled. Even though it
might be technically possible to fulfill all quality of service requirements of an incoming
job request, the provider might better not accept the job request, thus having resources
available for accepting more valuable job requests at a later point of time. Business
dependent scheduling decisions are well-known from other domains, e. g., yield
management applied to flight ticket sales in the airline industry.

Although worldwide research in business economics resulted in verified and widely
accepted economic models that addressed the issues involved in supporting users and
providers in reducing the complexity through decision support systems, business economic
models have not been used in the cloud domain yet. The use of business economics will
not only contribute to reducing the complexity of understanding service offerings but also
provide the framework to study and enhance cloud competition by analyzing prices,
demand, cost of interconnection, and cost of unused resources. By studying competition
and gathering the appropriate information from a decision support system for the cloud
market, a cloud provider may decide to offer a standard interface to a service which is in
high demand and compete for the same customers as his competitors.

The objective of this paper is to introduce such a decision support system, which is
called cloud Management Cockpit (CMC). In particular, we present the concepts and
design of CMC as well as three application scenarios of the CMC. This contributions will
help providers as well as users to implement such a system. The remainder of this paper is
organized as follows: After presenting related work in section 2, we introduce a business
economics layer in the systems management. Section 4 introduces the concept of the Cloud
Management Cockpit, supporting the respective cloud providers and users in their
particular decision making processes, where also an exemplary application scenario is
given. The paper will conclude with brief summary.



2. Related Work

Business Economics (synonymous with industrial economics, managerial economics) is a
part of economic theory, focusing on defining business strategies for enterprises. In
particular, business economics is concerned with economic issues and problems related to
business organization, management, market strategy, and the interactions between
companies, and the business environment. Especially, it is concerned with the application
of economic methods in the managerial decision-making process [3].

Future systems have to support decision making aligned to business strategies, as these
decisions may affect revenue and cost. For example, the understanding of the effects of
outsourcing of service requests to a competing provider is essential, as it impacts the price
setting of services and the service negotiation with customers. Major economic models that
can support these decision processes are [6] [9] [11] [16].

The provider does not only have to be supported in common scheduling procedures
where an incoming job request has to be accepted or rejected [17] [18], the provider also
has to be supported in long-term decisions like infrastructure management. Here, decision
support models from business economics can help in aligning the cloud infrastructure
investments to the particular business strategy, or making the infrastructure sustainable at
the desired degree. The following economic models may be applied in this context [5] [7]

[8] [19].

Due to an increasing importance of green IT, i. e. IT infrastructures considering the
ecological impact of system management, models from business economics even have to
support the provider in this aspect. A focal question here related to the question whether
scheduling decisions can support the overall energy saving of the compute center. By
applying regulative governmental actions like inclusion of CO2 emission rights, the
ecological footprint of compute centers get a very concrete impact on business related
system management decisions. Models of Hedwig et al. may be applied in this context [4].

Since cloud computing also has a huge impact on the existing business models, the
understanding of the value chains is essential for cloud providers. Helpful insight can be
given by models of Bany et al. and Courcoubetis et al. [10] [12]. Furthermore, there are
business model analyses performed in [13] [14] [15].

3. Business Economics Layer

Two major stakeholders can be distinguished in cloud computing markets. A cloud
provider is an entity, which owns computing resources, software resources, or data
resources, representing his cloud. A cloud provider sells use of these resources as services.
In order to achieve his business goals (e. g. profit maximization, energy conservation),
cloud providers have to pay attention to the optimization of the configuration of their IT
infrastructure.

A cloud user in contrast is an entity, which can own computing resources, software
resources, or data resources but uses them only internally. A cloud user buys cloud
services and integrates them into his IT infrastructure. The simplicity of integration of



additional resources into the existing infrastructure depends on the degree of service-
orientation that the cloud users IT infrastructure has. That means, if the IT infrastructure is
completely based on a service-oriented architecture, the cloud user can dynamically
configure his own IT infrastructure, in the same way as a cloud provider.

The use of business economics will allow us to understand the key issues in obtaining a
more competitive market for cloud services worldwide, and the additional complementary
services, which, if available, will increase total user demand. It will guide us in designing
and implementing a technology, which will enable cloud SMEs to compete successfully on
the market against large cloud providers (e. g. Amazon, Google, Microsoft). Finally, a
more efficient and economically sustainable cloud market will emerge since customers and
providers will share more information and avoid market failure due to information
asymmetry.

Business Economics

Local Cloud Optimization | Unilateral Profit Maximization Strategy
Support Services Support Services Support Services

Interoperable, Open, Standardized Data Records, Protocols, and Interfaces for
Interconnecting Usage Accounting Systems of Cloud Providers

Internet of Services Technology (Clouds)

PaaS laaS SaaS
(e.g. force.com) (e.g. Amazon EC2) (e.g. Salesforce CRM)
Technology on Distributed Systems
Middleware Resource Virtualization of Scheduling
Allocation Systems

Figure 1. The business economics layer on top of cloud computing architecture layers.

Cloud computing architecture currently only focuses on purely technical aspects,
distinguishing infrastructure-as-aservice (laaS), platform-as-a-service (PaaS), and
software-asa-service (SaaS). Since none of these layers targets questions related to
business impact of decision making, we propose adding an additional layer on top of the
currently defined technical layers. Figure 1 depicts how this novel layer enhances cloud
systems by business knowledge. It supports local optimization procedures (e. g.
improvement of infrastructure), profit maximization services (e. g. supporting negotiation
processes) and general strategy support (e. g. improving the business model itself). In
addition it will introduce uniform data models that these process domains reside on.

As described above, the aspect of business economics will be of focal importance, once
an ecosystem of interoperable commercial cloud providers has been realized. Questions on
business economics do not only affect scheduling decisions but all system components and
decision making processes. Therefore, business economics represents a horizontal topic



across all system components. Consequently, a decision support system is needed,
enabling stakeholders to make informed decisions about economically efficient service
sales, resource purchases, or configuration of their clouds. The decision support system
comprises local cloud optimization support services, unilateral profit maximization support
services, and strategy support services.

3.1. Local Cloud Optimization Support Services

The first major domain that is considered here is the support in optimizing the local
infrastructure that is used for realizing the cloud system. The type, quality, and amount of
resources does not only determine the type of services that the provider is able to offer his
customers, it also determines the service quality level the provider can offer and the price
he can request for his services.

For example, For being able to request higher prices, a provider may decide to improve
his infrastructure situation. By spending money on additional or on replacing resources or
fault tolerance mechanisms, the provider is able to turn these added values into higher
prices.

Since this investment decision is primarily related to business models, traditional cloud
management systems do not support the provider in any way in this decision process.
Neither do they analyse the status quo with respect to relation between the achieved
performance and prices at the market, nor do they predict future performance in any way,
forecasting how selecting infrastructure investments would turn into an increasing cloud
business revenue or market position.

This decision support aspects have be performed offline, taking available logfiles or
user accounting records from various sources as foundation for the analysis methods. Thus,
executing these methods is not bound to any time constrains, since results of this decision
support mechanisms do not interfere directly with regular business activities, e. g. the
negotiation procedure with a new customer on accepting a specific job. Moreover, these
decision support mechanisms have full information, because they are executed only in
specific intervals (e. g. each night or once per week), analyzing the past performance of the
provider and how modifications on infrastructure or business strategy would have helped
to increase this performance.

All computed usage data is related to revenue, profit, and cost. The unilateral profit
maximization support services analyze data and support the cloud user or cloud provider in
their decision making process by providing different revenue management models and
letting them set model parameters and view the results as the model is subject to different
inputs.

3.2. Unilateral Profit Maximization Support Services

The provider also has to be supported with online services. These support services are
designed to support decisions that have to be made in due time and that directly effect the
business operation of the provider. A major field of support services is the realization of



business-aware negotiation mechanisms. Here, a customer has contacted the provider and
started negotiating on a specific service that should be provided. Aspects of this
negotiation are type, quality, and quantity of the service to be provided, the price that the
customer will be charged, as well as the penalty fee that the provider has to pay in case he
fails to deliver the service as negotiated.

In this online decision situation, decision support systems neither have complete
information (i. e. the system as only knowledge about jobs that are currently in the system,
but does not know which jobs will arrive in the future) nor unlimited time for decision
taking. In particular, these timing aspects put hard constraints on the algorithms to be
developed, because a decision has to be made within a given time frame. If the decision
process takes longer than this given time span, timeouts would occur in the negotiation
process, forcing the negotiation procedure between customer and provider to fail.

These timing aspects underline the need for business-aware, online decision support
mechanisms, since the provider has no chance of making informed decisions using
conventional offline systems. By bridging selected models from business economics to
these decision support systems, the decision making of providers can be actively supported,
achieving the provider’s business goals.

3.3. Strategy Support Services

In addition to these offline and online decision support services, the cloud stakeholders
also have to be supported in optimizing their currently applied business models. Here,
business-model-aware decision support systems can provide the most significant added
value in contrast to conventional systems, because such a system allows the cloud provider
to understand the implications of its business model, its performance, and the achieved
revenue.

Cloud providers are experts in their domain from the technical perspective. Since
optimizing a business strategy requires in-depth knowledge in business economics, many
providers stick to a single business strategy, knowing neither their performance nor if this
strategy is optimal in their specific context at all. Strategy support services help cloud
providers understanding their business strategies in the context of the cloud market (e. g.
collaboration through cloud usage information exchange, market movements through
competition). Thus, these strategy support services focus on supporting the cloud provider
in finding answers to strategic questions which relate to collaboration or competing with
other cloud providers.

3.4. Data Exchange and Method Invocation

The three domains described above allow both cloud customer and cloud provider to
consider the business dimension of their activities during system planning, management,
and operation. As common in layered architectures, architecture elements shall have
standardized interfaces making it possible to exchange particular services offered by these
elements.



In this context the exchange of services implies the exchange of business economic
knowledge that has been coded into these services. By exchanging these services, the
behavior of the business is changing. Research on the business economics layer will result
in modules with increasing functionality and improving quality, resp. novel and advanced
business models. Hence, standardized interfaces between the technological focused cloud
middleware layer and the business economics layer will allow to exchange services
without having to change the respective cloud middleware element.

Moreover, methods in the business economics layer depend on having required
information available for executing business economics algorithms. Since the majority of
data is stored at the level of the cloud middleware, the business economics layer has to be
enabled to access this data. For making the modules in the business economics layer
applicable in a wide range of cloud middleware systems, the interface for data access has
to be standardized as well. This way, the methods in the business economics layer are able
to access all required information for computing their models without putting any restraints
to the installed cloud middleware system.

We propose a specification of a usage record for cloud services, an open protocol to
exchange those records, and a standardized interface for interconnecting accounting
systems across cloud providers. These innovations will be extensions to an existing, open-
source accounting system, such as GASA (2006), DGAS (2008), or SGAS (2008) ?? ?? ??.
An accounting system, which is highly customized for business economics, is important in
order to get the appropriate usage data needed to run the different decision support services.

Both definition of standardized interfaces and data exchange formats resp. protocols
are important tasks that have to be focused in the realization of this concept.

4. Cloud Management Cockpit

Having the proposed business economics layer available, cloud middleware systems are
able to use the services of this layer by integrating them into internal processes. For
example, when a job request has been received from a consumer, the cloud middleware can
drive the negotiation procedure. Depending on the result of this procedure, the job request
is either accepted or rejected by the cloud middleware.

It has to be underlined that the negotiation procedure is driven by the cloud middleware.
If services of the business economics layer are used, these functions complement the
services of the regular negotiation procedures, not replacing them. The cloud middleware
executes functions of the business economics layer in order to consider the economic
implications of the job in question during the negotiation process.

The internal configuration of the business economics layer is a black box for the cloud
management layer. It is accessing specific functions, not looking inside or even
understanding the internals. Hence, the available configuration and management tools for
the cloud middleware system do not apply to the business economics layer.

For supporting the user in managing this layer, we propose the introduction of a portal
named Cloud Management Cockpit (CMC) to this layer, allowing both configuration and



analysis. This way, an administrator could connect to the CMC using his regular web
browser for configuring the details of the particular business goals or for analyzing past
events with regard to optimality of business achievements.

The CMC could even provide added value to the cloud middleware system. Since
services of the business economics layer are regularly invoked by the cloud middleware
layer, CMC is saving information about these invocations in its internal database system.
The granularity of this information is very fine compared to the data that has been returned
to the invoking procedure at the cloud middleware. Consequently, it can be used to provide
information about confidence level for recommended decisions or additional information

about potential alternatives.

7 e, O
Cloud z 3 Cloud Management Cockpit (CMC) Backend
(using Portal technology)
—_—

mC Fronlend

Provbdet z  (Vorpreviders)
Accounting
CMC Frontend System Usage Database

Consumef (for consumers) Usage Metering

Open Accounting
(Interface, Protocols, and Records)

— Accounting
é System

Figure 2. Architecture of the Cloud Management Cockpit (CMC).

Both cloud consumer and cloud provider could interact with the CMC since stored
information is relevant for both parties. The CMC can even be installed between multiple
clouds, as depicted in Figure 2. In this case the clouds interconnected by the CMC
establish a common market following a predefined and common set of business rules, e. g.

a given set of price building functions.

4.1. Deployment Issues

At the moment the presented concept of the business economics layer in cloud computing
as well as the CMC are theoretical concepts only. For turning this concept into real and

10



widely accepted software, the CMC has to comply with three fundamental requirements.
Firstly, the Cloud Management Cockpit must support interfaces to relevant cloud systems
(e.g. Amazon EC2, Microsoft Azure) in order to be usable in testpilot installations of early
adaptors. Here, open source middleware stacks like Eucalyptus are of particular interest
since these stacks can be modified, integrating methods of the business economics layer
into the particular decision making processes.

Secondly, the development of interfaces and protocol standards as well as benchmark
sets for evaluating the performance of business economic services should be performed in
the international context, e. g. in the scope of a working group in the Open Grid Forum
(OGF) [23]. This way both public awareness and broad acceptance can be achieved.
Thirdly, the various sources of information have to be considered. Depending on the use of
the CMC, different sources of performance information about clouds are used. If the CMC
provides support services to cloud providers or can be customized to the needs of one
provider, then compiling information, which can be gathered locally within one cloud, can
be done and is already beneficial. However, some support services might work even better
if they exchange some anonymized usage information with other cloud providers. The
challenge here is that the incentives for exchanging this usage information are not clear and
have not been investigated. Assuming that a cloud user is willing to reveal more detailed
usage information in return for lower prices from its cloud providers, then its CMC might
provide some internal usage data to other cloud providers. This assumption is realistic
since it is common standard in many fields of commercial application.

4.2. Exemplary Scenario

For making the concept of the business economics layer and the CMC more concrete, an
exemplary usage scenario is presented in this section. Without elaborating on any details of
used protocols or interfaces, the basic information exchange between the cloud
stakeholders is presented.

In this scenario, which is depicted in Figure 3, a cloud computing customer plans to
execute a software system within the cloud. Since multiple cloud providers are active on
the market, all supporting open cloud markets by offering standardized services, the
customer is able to negotiate with those providers on executing his software.

During this negotiation a service level agreement (SLA) as to be agreed on by both
parties, which is a contractually binding statement of all expectations and obligations in the
business relationship between customer and provider. In this context, an SLA holds
information about type, quality and quantity of services to be provided as well as non-
technical information like the price for resource consumption or penalty fees. Standards for
defining and negotiating such SLAs have been defined [24] and implemented in software
stacks for various middleware systems.

However, these stacks are limited to negotiation of system aspects that can be managed
and evaluated by available resource management systems. Hence, in practice SLA
negotiation exclusively focuses on technical aspects of job execution, e. g. availability of

11



sufficient computing resources. If systems negotiate on prices, applied price building
models are flat and far from what is known from real-world business environments.

At this place, the presented concepts are able to extend the capabilities of the user’s
negotiation engine. By giving the services at the business economics layer access to
available information (step 1 in Figure 3), services can start supporting the customer in the
bidding procedure as well as in general provider selection (step 2). Whereas currently
available methods solely focus on technical aspects, the customer is now able to make an
educated decision regarding the best provider according to his particular business strategy.

/ Cloud User \

Cloud Management
Cockpit (CMC)

Negotiation
Engine

Figure 3. Cloud Provider Selection Scenario.

It has to be pointed out that this support action is not only restricted to the negotiation
phase. In fact, exchange of information between the customer’s cloud computing software
and the services in the business economics layer is a continuous process which constantly
reevaluates whether the chosen provider still is the optimal choice for the customer. This
process might result in the decision to switch the cloud provider, which has been the goal
of creating open cloud markets in the first place.

5. Conclusion

During the recent years, cloud computing emerged as a novel paradigm on using and
providing IT services. Following the idea of service computing, customers are enabled to
request and consume services on-demand, being charged for consumed services only. At
this, cloud consumer and cloud provider negotiate on Service Level Agreements,
specifying type, quality and quantity of services to be provided as well as all other
expectations and obligations within the business relationship.
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Cloud computing already impacted numerous usage domains, both in academia and
business. However, negotiation mechanisms still focus on technical aspects of how the
service has to be provided. Aspects related to business economic implications are not yet
considered thoroughly.

Within this paper, we described how providers and users can be supported in their
decision making in this regard. For filling the gap, we introduced a business economic
layer as well as the Cloud Management Cockpit (CMC), which provides real-time snap
shots about the business situation of providers and users. This information is used for
making decision that are economically efficient.

In particular, we introduced the detailed architecture of the CMC and described the
workings of the CMC with the help of an exemplary usage scenario.

Our current work comprises the implementation of the CMC, allowing us to plug in
different resource allocation algorithms. The CMC is intended to be used for managing the
resource allocation in the university data center.
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